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Abstract—In recent research work of securing Network Co-
ordinate (NC) system, they concentrate on the passive security
defense mechanisms. In this paper we propose SLINCS, a social
link based evaluation security system that utilizes information
from existing social relationship networks to implement proactive
security mechanisms for NC systems. The key idea is to eliminate
suspicious nodes before they launch potential attacks.

I. INTRODUCTION

Network coordinate systems, which can estimate network
delay or round trip time (RTT) with low overhead, have been
proposed to support the application overlays. Previous NC
systems like Vivaldi, PIC, and NPS, are easily being attacked
by hackers because there is no security measure put in place.
Newly established distributed NC systems, such as RVivaldi
[1], Veracity [2], and systems with Kalman filter [3], have
been proposed to solve the security problems in ensuring the
authenticity of the node coordinates. However, they cannot
actively defence potential attackers before the latter launch
attacks to the systems.

In today’s Internet applications, social networking that in-
teracts with social links between users are becoming more
popular. Such social friend-of-friend information can provide
helpful aids to determine a node’s behavior. By utilizing social
relationships, the NC systems can get rid of the suspicious
nodes and avoid potential attacks at the early beginning.
SLINCS, under our deployment, is a system that makes use
of social relationship (friend-of-friend) data extracted from
dependable social network applications like Facebook to pro-
vide useful evaluation ranking of test nodes. NC systems
can then request to SLINCS to obtain the cross-reference in
order to make their own decisions to trust a node or not,
especially when a node wants to choose trustworthy neighbors
to compute its coordinate accurately. In this work, we provide
a social reputation system based solution for securing NC
systems in the Internet. We believe that such a solution
approach is feasible, applicable and will contribute to the
improvement of current security requirements of NC systems.
The remaining part of this paper is organized as follows.
Section 2 provides the important features in SLINCS. This
is followed by a detailed description of the proposed system
in section 3. Finally the paper concludes with a brief summary
and a vision on the future work in section 4.

II. SLINCS FEATURES

With the aim of utilizing the information of social relation-
ship from the Internet, SLINCS is fundamentally consisted of
two kinds of nodes, ”Common Node” and ”Noddle”, while
its function is based on social link data extracted from certain
Internet-based social network applications. According to Fig.1,
the key features of SLINCS are grouped as:

A. SR and TP

1) Social Relationship (SR): There are four basic relation-
ship states between directly linked nodes in SLINCS, including
”Friend”, ”Stranger”, ”Isolate” and ”Blacklist”. Each of them
stands for one level of trustfulness between two directly linked
nodes. Nodes will trust target nodes they regarded as ”Friend”
and do not trust target ones they regarded as ”Blacklist”,
while ”Stranger” means that a node does not have any social
link path to a target one. The difference between ”Isolate”
and ”Stranger” is that ”Isolate” one does not link to any
noddle but ”Stranger” one does. Furthermore, SR states can be
represented by their evaluation value accordingly. The bigger
the value is, the more the target node will be trusted.

2) Trust Profile (TP): TP is the evaluation data in SLINCS
that records the number of times a node has been used by
other nodes as their neighbor to compute coordinates.

B. Nodes

1) Common Node: Common node is the basic node type
in SLINCS, which contains SR information related to other
nodes in the system.

2) Noddle: Noddles are special nodes trusted by the system,
which are originally deployed during the establishment of
SLINCS. Common nodes expect ”Isolate” nodes linked with
one noddle at least, thus noddles can distinguish the ”Isolate”
ones easily. Unlike common nodes, noddles can also preserve
the trust profiles of common ones. In order to maintain trust-
fulness to the system, they never use the SR knowledge they
learned to compute SR values yet only use it to distinguish
isolate nodes.

III. SYSTEM METHODS AND DESIGN

Most current security mechanisms in NC systems are pas-
sive, because their cognition towards malicious nodes depends
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Fig. 1. SLINCS Framework

on the results of previous launched attacks. In other words,
those mechanisms can not avoid potential attacks before they
take place. Therefore, we deploy an active mechanism to solve
the problem. The following methods used in SLINCS are
essential to the design of our system:

A. Learning Method

The data of a node’s SR with other nodes is saved in its
social link matrix (SLM) whose elements are the value of SR.
Thus, a node can learn the information about social links of
certain paths from itself to its friends in the part of its friends’
SLM, and then refresh its own.

B. Preserving Method

In consideration of the recoverable and robust of the system,
nodes can use DHT (Distributed Hash Table) [4] to preserve
and look for their trust profile to the certain noddles.

C. Evaluation Method

1) Trust Level Evaluation: In SLINCS, it is possible that
two nodes do not connect with each other, but they may
be linked through other nodes in some paths. And when
there is more than one path, the SRs in these paths may be
different. Thus we introduce DST (Dempster-Shafer Theory)
[5] into our system to better elicit the appropriate relationship
between these nodes from the different or even conflicting SR
information.

2) Final Evaluation Function: We use the rank of trust
profile (R tp) and the rank of relationship values (R rv) as
parameters in our evaluation function to generate a target
node’s evaluation value (EV) to a selected one. The primary
function is:

EV = µ ∗ R rv + (1 − µ) ∗ R tp (1)

The value of coefficient µ is between 0 to 1, which indicates
the weights of R rv and R tp. And it can be modified during
the experiments.

In the nascent stage of SLINCS, we deploy adequate
noddles into the system first, and then add common nodes

successively. During the constitution process, a social link
matrix will be constructed in each node, while links between
nodes and noddles will be formed in a hash table as well.
According to the case in Fig.1, when a newcomer node enters
the system after SLINCS has been established, it should firstly
use Learning Method to refresh its SLM, as well as use
Preserving Method to configure itself and form its TP with
several suitable noddles by employing DHT method.

SLINCS can be widely used by all the current NC systems.
Nodes in these systems can obtain useful rank evaluation of
their neighbors by providing a chosen neighbor list. SLINCS
will use an Evaluation Method to compute the evaluation
values. Especially when there is not only one path between
two nodes, the DST method would be employed. Then a
new evaluation rank of all the neighbors in the list will be
generated. It can be directly used by the nodes to choose
certain neighbors and filter some suspicious nodes before
calculating coordinates. It can also serve as a reference for the
nodes to make better decisions on their own. Thus the overall
accuracy of NC systems will be enhanced in the unauthentic
conditions.

IV. CONCLUSION AND FUTURE WORK

The work in this paper proposed a social link based evalua-
tion system, SLINCS, which we are currently developing. This
paper presented a general framework and main characteristics
of SLINCS. In future work, we will fully develop SLINCS
and analyze its performance with real data. Moreover, we
will study the influence of social relationship value, trust
profile data and then try to figure out a considerable ranking
evaluation function in order to better improve its performance.
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